Kpuntorpadcku xeLw-yHKLNK
(xeLwl anropnutmm)

[ou. Ctedka bytoknuena

Ilekuum no kpuntorpadpus, BTY



[ednHnumns

Xew-gyHKUUsT € Wn34nCnuUTenHo edekTuBHa
dyHKUMS, n3obpasqasalla OBOWNYHA
nocneanoBaTeNnHOCT C NPOMEHNMBA AbJKNUHA B
OBOMYHA rocnefoBaTenHoOCT C  douKkcupaHa
ObJKNWHA, HapeyeHa Xxew-cmouHocm (hash-
value, hash-code, hash-result, hash).

OcHOBHa udesi. KOMMNAKTHO npeacTtaBaHe Ha
BXOJHAaTa nocriegoBaTefiHOCT, KOETO Hapuiame
owe uugposa cusHamypa, UOeHmugukKamop,
omne4YyamsK uUnu _usernedyeHue (message digest,
digital fingerprint).




HAPEOBA 3A NSNCKBAHUATA KbM AITTOPUTMUTE
3A Cb3OABAHE U NMPOBEPKA HA
KBAITMOUNLINPAH EJIEKTPOHEH MOANMNNC

JonbnHUTenHn pasnopeaou:

8 1. [lo cmucbna Ha Hapeabara:

1. "Xew anroputbM"' € mMatemaTuydecku anroputbm, 4Ype3 KOUTO OT
ENEKTPOHHO M3ABMIEHNE C MPOU3BOSIHA ObIMKMHA HeobpaTUMo ce
Cb3gaBa Xell MaeHTUMUKaTop Ha U3sBIEHNETO.

2. "Xew naeHtTudukartop" e 4MCnNo ¢ pukcMpaHa ObimkuHa, Nonyv4eHo
BCNeLCTBUE Ha npunaraHe Ha Xewl anroputbM CrnpamMo onpeneneHo
enNeKTPOHHO U3SABMEHuE.

3. "CUrypeH n3To4YHUK Ha criydamHu Yymcna' € MeToj 3a reHepupaHe
Ha nocrieqoBaTenIHOCT OT YMcna, B KOATO BCAKO crieBallo YuCro
He MOXe Oa Obae M34YUCIIEHO OT NPeauLLHNTE.

4. "MeTton 3a pgonbnBaHe (padding) " e npouec, nNpu KOUTO ce
npeobpasyBa xelw NOEHTUPUKATOPDBT HA ENEKTPOHHOTO U3SIBIIEHME
npean npunaraHe Ha CbOTBETHUS anropuTbM 3a Cb3daBaHe Ha
KBannduumpaH enekTpoHeH noanuc.




[IpunoxxeHune

KpuntupaHe

EnekTpoHeH nognuc
CbXxpaHsaBaHe Ha naponu
KOHTpON Ha UenocTTa Ha AaHHUTE
TbpceHe Ha egHakBM dbannoBe




Hakoun benexxku

Kpuntorpadhcka xel-gyHKUNS ce cHnTa 3a HECUTypHa, ako e
n3umncnuTtenHo necHo (computationally feasible):

e [ace HaMepH CbObLLEHMETO, KOETO CbOTBETCTBA Ha JafeHaTa
Xew-CTONHOCT.

o [la ce HamepsaT konusum (collisions), T.e. pasnM4Hn CbOOLLEHNS C
edHaKBa XeLU-CTOMHOCT.

OnoHeHT, KOWTO MOXe [a ce chnpaBu C egHata OT Te3n [ABe

Bb3MOXXHOCTN, MOXE [a S M3Non3Ba Hanpumep 3a nogMsiHa Ha
CbOOLEHNETO.

B vageanHuna cnyyam oyHkumnaTa bu tpsabsano:
e [a e cBoboaHa OT KONMU3uu;

e [a He MOXe Ja ce Mony4n BakHa MHdopMaLus 3a CbobLEHMETO Mo
HeroBsaTa XeLl-CTOWMHOCT.



CBouncTBa

* Preimage resistant (egHornoco4Ha): no gageHa
XeLl-CTOMHOCT h Oa e TpyaHo Aa ce Hamepu
cbobuieHne m, makoega 4ye h = hash(m).

e Second preimage resistant: no gageH sxog ml
Oa e TpyaHo Aa ce Hamepu apyr Bxoga m2 #ml,
TakbB Ye hash(ml) = hash(m2). ToBa cBOUCTBO
ce Hapu4ya oule weak collision resistance.

o Collision-resistant: na e TpyaHoO Oa ce HaMepAaT
OBE pa3fn4yHM cbobLleHna ml1l n m2, Takmea 4e
hash(m1l) = hash(m2). Toea cBoncTBO Cce
Hapu4ya olle strong collision resistance.




[Tpumepn

1)

2)

KoHTponHa cyma no moayn 32 (32-
buToBa cyma Ha BCUYKN 32-O1TOBU OyMU
B CTPWHra) — He € eHOMNOCO4Ha;

g(X)=x? (mod n), n=pg, p U g — NPOCTK
ymcra — egHoNoCco4YHa, HO HAMA
KOMMpecupally CBOUCTBA U He €
YCTOMYMBA HA KONMU3UW.




EAQHONOCOYHU PYHKLUUU

OedmHunuma: EOHonocoyHa (one-way function) Hapnyame yHKums f,

TakaBa 4e 3a BCAKO X OT AgeduHuumMoHHaTa U obnact, f(x) ce
npecmsiTa fIeCHO, HO 3a NOYTU BCAKO Y OT obnacTta Ha CTOMHOCTUTE
Ha f e n3uncnnTenHo TpygHo Aa ce Hamepwu X, 3a koeTo Yy = f(X).

BCbLWHOCT HAMa Aokas3aHO eaHONoco4YHU YHKUMK (6e3 HAKaKBU
npeaBapuUTENHN NPeanonoXeHns).

Bbnpekn nosHatute xew-gyHKUMW, KOUTO Ca [OoKas3aHO TOJIKOBa
curypHn, konkoto  NP-nbnHute (NP-complete) 3apgaun, Hama
rapaHuma, 4e Te3n 3ajadn HAMa [a Ce OKaxaT necHu B AajeH
MOMEHT.

Bcuykmn npumepn 3a  “eQHONOCOYHM  pyHKUMKM® MoraTt ga ce
KBanmguumpar rno-ckopo KaTto “npegnosiaraemMo” e4HOMNOCOYHN.

[loka3aTeficTBO 3a CbLUECTBYBAHETO HA HaUCTUHA €OHOMOCOYHU
dyHKUuMM 6n goBeno 0o gokasBaHe Ha P + NP, gokato obpaTHOTO
(OokasaTernicTBO 3a HecblluecTByBaHe) 6M mMmMano OnycToLUTENHU
nocneguum 3a Kpuntorpadusta, HO He BOAM OUPEKTHO A0 M3BOAA,
ye P = NP.




Komnpecupalia pyHKumsa F

Komnpecupawata QYyHKUUA

Input B
TpaHcopMmupa Oymu  OT 128bitsl
OBa uUnn noBe4vye Bxoda C Input A
doukcupaHa Ob/KMHA BbLB 128bts .l:
eHa aymMma C AbJIKMHa KaTo

Ha eadnHN4d BXOoA4. 102u8t%|_1ttcl
its



Merkle-Damgard construction
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NTepaTmBHa KOHCTPYKUUS

{X{, X%, ,..., X, } — ONokoBe Cc pukcnpaHa
ObIDKMHA

H, = initial value,
H, =f(H., , ), 1=i<r,
n(x)=g(H,)




Buaose xell-gpyHKLUUK

« MDC ( modification detection code) — He
M3MNO0s3BaT CEKPETEH KIOY 1 ce npunarat
caMo 3a NpoBepKa Ha LienocTTa Ha
OAaHHUTE

« MAC (message authentication code) —
N3MN0osi3BaT CEKPETEH KIHOY 1 Ce n3nonssar
3a aBTEHTMKaAUMUA Ha N3TOYHUKA Ha
MHQOpMaLUUNATa




MDC

MD4, MD5

SHA-1 — naBa kaTto peaynrtart 160 buta
XeL-CTONHOCT

RIPEMD-160
DES in MDC mode — Kn4ybT He e TaeH




MAC

e DES in CBC mode

 Message Authenticator Algorithm (MAA) —
64 OUTOB KJIHOM

e MD5-MAC — kntod oT 128 buTa, oT Knto4ya
N PpUKCMpaHnm KOHCTaHTU ce nony4vyaBar
BXoAHUTe napameTpun 3a MD5




DES kato MAC

iInput : binary string {a,, a,,..., a, }, L=64q
Initialize : h=(00...0) — 64 bits
for 1=0 to g-1 do

h=DES(h®(as4i+1 864121+ Qpairea))
Output : hash value h
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Xew pyHKkunn MD2, MD4, MD5

Cb3pnageHu ot Ronald Rivest:
e MD2 - 1989 rognHa
e MD4 — 1990 rognHa
e MD5 - 1991 rognHa

ATaku:

MapT 2005: Lenstra n Wang gemMoHCTpupaT Asa ungpposu
ceptudmkara X.509 ¢ pasnmyHmn nybnmyHmn Kno4voBe u
eaHakBn MD5S ni3BnedyeHusd

18 MapT 2006: Bnagumup Knuma gemoHctpupa paboTtely
anropuTbm 3a ataka Bbpxy MD5S




[IpunoxxeHna

 TpaHcdep Ha dannose

* [1pn Unix gnuctpmbyumnm n Windows
MPUNOXEHUS

e 3a CbXpaHsiBaHe Ha naposnu




AIlFTOPUT BbM

PaboTtu cbe 128 butoBa ayma
[lonbnBaHe oo 512 buta
YeTtnpn 32 6utoBu peructopa A, B, C, D

Pabotu c onepaunmnte XOR, OR, AND n
NOT
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MD5S

GeneralDesigners: Ronald Rivest;

First published : April 1992;

Series: MD2, MD4, MD5, MDG6;

Digest sizes: 128 hits;

Structure: Merkle—Damgard construction;
Rounds: 4;

Best public cryptanalysis: A 2009 attack by
Tao Xie and Dengguo Feng breaks MD5
collision resistance using just 220.96 time. This
attack runs in a few seconds on a regular
computer.




HAPEOBA 3A NSNCKBAHUATA KbM AITTOPUTMUTE
3A Cb3OABAHE U NMPOBEPKA HA
KBAITMOUNLINPAH EJIEKTPOHEH MOANMNNC

U3nckBaHua 3a n3anon3sBaHUTE ariropuTMu 3a KsanmpumumpaH
eNeKTPOHHM noanucu

1. Xell-anroputMmu:.
1.1. SHA-1 (Secure Hash Algorithm);
1.2. SHA-2 (224, 256, 384, 512 6uTta);

1.3. RIPEMD-160 (Race Integrity Primitives Evaluation Message
Digest) (256, 320 6buTa).

2. He ce ponycka n3non3saHeTo Ha criegHuTe xew-anroputmu MD 4 n
MD 5.

3. [lonycka ce wn3nonssaHe M Ha OpYrn, pasnn4yHU OT NOCOYEHUTE B T.
1, Xew-anroputMn, KOUTO ca C HaW-Manko CbLUOTO HMBO Ha
CUTYPHOCT.

4. ObmkuHaTa Ha wuageHTudukatopa Ha €enekTPOHHOTO WU3SIBIIEHME
cnegBa ga e He no-manka ot 160 buTa.




SHA (Secure Hash Algorithm)

SHA ca 5 Kpuntorpadckum  Xell-goyHKUUW,
KOHCTpyupaHun oOT HaumoHanHaTa areHuua 3a
curypHoct Ha CALL (NSA) v nybnukyBaHun OT
HaumoHanHMa WHCTUTYT 3a CcTaHgaptm W
TexHonoruu (National Institute of Standards and
Technology) kato U.S. Federal Information
Processing Standard (FIPS PUB 180). Tesu
anroputMmn npecMaTtaTt Xelw-CTOMHOCT (peaunua
OoT OutoBe C uKkcMpaHa AObIMKMHA, message
digest) Ha BxogHa peauua (cboOLuieHue,
message) ¢ NpoM3BOJIHA AbIMKMHA.

SHA-1, SHA-224, SHA-256, SHA-384, SHA-512



SHA-0 n SHA-1

o OpurnHanuuTe crneundukaumm Ha anroputsema ca
nybnukysanu npes3 1993 kato Secure Hash Standard,
FIPS PUB 180, ot NIST. Ta3u Bepcusi € U3BECTHa KaTo
SHA-0. Ckopo cnepg toBa e usterneHa ot NSA u
3aMeHeHa OT peBu3npaHarta Bepcus, nyonunkysaHa rnpes
1995, FIPS PUB 180-1, kato SHA-1. SHA-1 ce
pa3nunyaBa oT SHA-O camo B eANH eNneMeHT Ha
Komnpecupatliata dpyHkumnsa. CKopo crieq ToBa ca
3abenasaHu cnaboctn n B SHA-0, n B SHA-1. SHA-1.

« SHA-1 (kakto n SHA-0) ce 6basmpa Ha NnpMHUMNNTE,
KOMUTO ca B ocHoBaTa N Ha pyHkunmnte MD4 n MDS.




SHA

SHA-1 paBa “message digest” ¢ abmkuHa 160 buTta.

SHA-1 e BHeOpeH B HSAKOJIKO LUMPOKO pa3npocTpaHeHU
NpUNoXeHna n npotokonu, kato TLS n SSL, PGP, SSH,
S/MIME, IPsec.

SHA-1, SHA-224, SHA-256, SHA-384, SHA-512 ca xeLuU-
dyHKUMNTE, KOUTO Ce W3NCKBAT MO 3aKOH B HSAKOMU
npunoXeHusa Ha npasmtenctesoto Ha CALL, nanonssaluu
KpuntorpadoCckmu anroputMm 1M NpPOTOKOSMKM 3a 3aliuta Ha
HeknacnguuympaHa wuHdpopmauma. FIPS PUB 180-1
noowipasa u wusnoniseaHeto Ha SHA-1 OT 4acTHU WU
TbProBCU OpraHm3auun.

OcHoBeH MOTMB 3a nybnukyBaHeto Ha SHA e Digital
Signhature Standard, KbOeTO € BITOXEH.

Xew-pyHkumnte SHA ca B ocHoBaTa Ha OnokoBuTe
wndppn SHACAL.




SHA-1

SHA-1 General Designers: National Security
Agency;

First published 1993 (SHA-0),1995 (SHA-1)
Series (SHA-0), SHA-1, SHA-2, SHA-3
Digest sizes: 160 bits;

Structure: Merkle—Damgard construction;
Rounds: 80;

Best public cryptanalysis: A 2008 attack by
Stéphane Manuel breaks the hash function, as it
can produce hash collisions with a complexity of
2>loperations.




SHA 1 - npumep

"The quick brown fox jJumps over the lazy
dog"

= 2fd4elc6 7a2d28fc ed849eel bb76e739
1b93ebl?2

"The quick brown fox jJumps over the lazy
cog”

= de9f2c7f d25el1b3a fad3e85a 0bd17d9b
100db4b3




SHA-1 algorithm

Initialize variables:
hO := 0x67452301

hl := OXEFCDABS9

h2 := Ox98BADCFE

h3 := 010325476

h4 .= OxC3D2E1FO
Pre-processing:
o JlobaBsHe Ha BUT '1' KbM CbOOLLEHMNETO

o JlobaBsHe Ha k BbuTa '0', kKbaeTo k e Han-mankoTo
€CTECTBEHO YMCNO TakoBa Ye NoJy4eHOTO CbOobLLEHME
nma abimkuHa (B outose) = 448 (mod 512)

* [lpegcrtaBsHe Ha AbImKMHaATaA Ha CbobLWEHNETO (B
butoBe) KaTo 64-OUMTOBO LISINO YMCIIO




 CbobuweHuemo ce pasasriexxoa kKamo peduua om
512-6umosu brioKose.

 Bceku 6ok ce pa3busa Ha 16 Ha bpou 32-
bumoeu oymu wJi], 0 <1 < 15.

e Te3u 16 32-6umosu Oymu ce pa3wupssam 00
80 32-6umosu oymu:

for 1 from 16 to 79 wli] := (w[i-3] xor wJ[i-8] xor wJi-
14] xor wJi-16]) leftrotate 1

NHuuuanusauus:
a :=ho
b:=hl
c :=h2
d:=h3

e:=h4



OCHOBEH UUKDBIJT:
for 1 from Oto 79
If 0<i1<19 then
f:=(band c) or ((not b) and d)
k := OXx5A827999
elseif 20<i< 39
f:=b xor c xor d
k := OX6ED9EBA1
else if 40 <i<59
f:=(band c) or (b and d) or (c and d)
k := OXx8F1BBCDC
elseif 60<i1<79
f:=b xor c xor d
k := OXCA62C1D6




temp = (a leftrotate 5) +f+ e + k + w|i]

e:=d

d:=

c := b leftrotate 30
b =

a:=temp
LHobassiHe Ha mekyuwusi b1ioK:
hO:=h0 + a
hl:=hl+b

h2 :=h2 +c
h3:=h3 +d

h4 :=h4 + e

Final hash value:

digest = hash = h0 append h1l append h2 append h3 append h4



SHA sizes

Anropu- | Output | State | Block | Max Word
TbM sSize Size |size |message |Size |Rounds | collisions

(bits) | (bits) | (bits) | size (bits)

(bits)

SHA-O 160 160 | 512 264 -1 32 80 yes
SHA-1 160 160 | 512 264 -1 32 80 23 attack
SHA- 256 256 | 512 264-1 32 64 None yet
256/224
SHA- 512 512 | 1024 | 2%%8-1 64 80 None yet
512/384




XapaKTepuUCTUKMN Ha HAKOU XeLU-PYHKLNK

Ume UaBneyeHue | Llmknu x opon CpaBHUuTenHa
(B 6uTOBE) | CTBLMKMW 3@ LUKBN | ckopocT

MD?2 128 3x16 1.00

MD4 128 4x16 0.68

RIPEMD- |128 4x16 0.39

128

SHA-1 160 4 x 20 0.28

RIPEMD- |160 5 x16 0.24

160




RIPEMD-160

ABTopu: Hans Dobbertin, Bart Preneel,
COSIC research group, Katholieke
Universiteit Leuven.

[TybnunkyBaHa: 1996.

[Mlpeanoxenun ca n RIPEMD-128,
RIPEMD-256, RIPEMD-320.

Hama naTteHTn n MoXe aa ce n3nonaBa
cBOOOOHO.



SHA-1, 2, 3

CurypHocTTa Ha SHA-1 e B U3BECTEH CMUCHI KOMMPOMETUpaHa oT
Kpuntorpadute. Bbnpekn ye Bce oLle He ca npearnoXxeHn odpu atakm
cpeLly BapmaHTute Ha SHA-2, Te ca anropuTMUYHO naeHTn4Hn ¢ SHA-1.
3aToBa ce paboTu 3a pa3paboTBaHeTO Ha No-406pu xelunpalim
anroputmn. B MoMeHTa BbpBM KOHKYpPC 3a HoBa SHA-3 (pyHKUMA, KOUTO €
3anucaH BbB Federal Register Ha 2 HoemBpu 2007.

DEPARTMENT OF COMMERCE

National Institute of Standards and Technology

[Docket No.: 070911510-7512-01]

Announcing Request for Candidate

Algorithm Nominations for a New Cryptographic Hash Algorithm (SHA-3) Family
AGENCY: National Institute of Standards and Technology, Commerce.

ACTION: Notice and request for nominations for candidate hash algorithms.

Submissions are due October 31, 2008 and the proclama tion of a
winner and publication of the new standard are schedul ed to
take place in 2012.



NIST hash function competition

31 okTtomBpu 2008 — KpaeH CpOK 3a usnpailaHe Ha npeanoXeHus;

9 pnekemBpu 2008 — nybnunkyBaH e opuUnanHUAT CIMCHK Ha NpueTuTe
KaHOuOaTu 3a NbpBu Typ;

doespyapu 2009 - NIST opraHusnpa KoHPepeHUMSA, Ha KOATO
ydaCTHUUUTE ca JoKnagsanu getannnte Ha TEXHUTE anroputMu, a
npeactaButenu Ha NIST ca obcbaunu KpuTepunuTe 3a oTcABaHe Ha
KaHOugaTuTe 3a BTOpU Typ;

24 wonn 2009 - ny6nmnkyBaH € oonuManHUAT CMNCBK Ha NpueTuTe
KaHOugaTtu 3a BTopu Typ 14 npoekTa;

aBryct 2010 — npoBefeHa e BTopa KoHdepeHuus B University of
California, Santa Barbara, kbgeTto ca guckytmpaHu tTeam 14 npoekra.

B kpasi Ha 2010 ca obsaBeHn 5 puHanucTa, a nodbeanTenar we obvae
aHoHcupaH npe3 2012 roamHa.




SHA-3 douHanucTu

BLAKE (Jean-Philippe Aumasson, Luca Henzen, Willi
Meier, and Raphael Phan)

Grgstl (Praveen Gauravaram, Lars Knudsen, Krystian
Matusiewicz, Florian Mendel, Christian Rechberger,
Martin Schlaffer, and Sgren S. Thomsen)

JH (Hongjun Wu)

Keccak (Keccak team: Guido Bertoni, Joan Daemen,
Michaél Peeters and Gilles Van Assche)

Skein ( Niels Ferguson, Stefan Lucks, Bruce
Schneier, Doug Whiting, Mihir Bellare, Tadayoshi
Kohno, Jon Callas and Jesse Walker)




SHA-3 douHanucTu

Performance: "A couple of algorithms were wounded or eliminated
by very large [hardware gate] area requirement — it seemed that the
area they requwed precluded their use in too much of the potential
application space.

Security: "We preferred to be conservative about security, and in
some cases did not select algorithms with exceptional performance,
largely because something about them made us 'nervous,' even
though we knew of no clear attack against the full algorithm."

Analysis: "NIST eliminated several algorithms because of the extent
of their second-round tweaks or because of a relative lack of
reported cryptanalysis — either tended to create the suspicion that
the design might not yet be fully tested and mature."

Diversity: The finalists included hashes based on different modes of
operation, including the HAIFA and sponge hash constructions, and
with different internal structures, including ones based on AES,
bitslicing, and alternating XOR with addition.




